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************************ Start of change *********************************
7.3.3.3
Group regrouping security procedure (involving multiple MC domains)

The MCPTT group regroup security procedure (shown below in figure 7.3.3.3-1) involves multiple MC users from multiple MC domains and is an integrated component of the MCPTT group regrouping procedure described in clause 10.2.4.2 of 3GPP TS 23.280 [36].
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Figure 7.3.3.3-1: Group regroup security procedure (multiple MC domains)

Prior to beginning the procedure, the MC UEs, primary GMS and partner GMS are provisioned by a KMS as described in clause 5.3.
1-5:
These steps are as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].

6:
To create the security context for the temporary group, the primary GMS creates a new GMK and GMK-ID for the temporary group along with other group related information. 

7,8:
The primary GMS notifies the partner GMS of the group regroup operation. The primary GMS includes a Group Key Transport payload following the procedures in clause 5.7, treating the partner GMS as another user within the group. Accordingly, the payload encrypts the new GMK to the identity of the partner GMS and is signed using the identity of the primary GMS. The GUK-ID is derived using the User Salt generated from the partner GMS's URI.

9,10:
These steps are as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].
11:
The partner GMS extracts the GMK and GMK-ID from the notification. The partner GMS then notifies the affiliated users within the partner MC domain. The partner GMS re-encrypts the GMK to the identity of the affiliated users in the partner system, generates new GUK-IDs for each user and signs using its identity (the identity of the partner GMS) following the procedure in clause 5.7.

12,13:
These steps are as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].
14:
The primary GMS notifies the affiliated users within its own MC domain. The primary GMS includes a Group Key Transport payload including a GMK and GUK-ID following the procedures in clause 5.7. The GMK is encrypted to the identity of the MC user and is signed using the identity of the primary GMS.
15:

This step is as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].
************************ End of change *********************************
************************ Start of change *********************************
9.2.1
Client-Server Key (CSK)

9.2.1.1
General

A Client-Server Key is required to protect unicast RTCP signalling between the MC client and the MCX Server. The use of the CSK in this context is defined in clause 9.4.

Additionally, the MC Service provider may require that MC identities, access tokens and other sensitive information transferred between clients and MC domain on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signalling layer. Symmetric key based protection of SIP payload using CSK may be used to satisfy this requirement. The use of CSK in this context is defined in clause 9.3.

The uses of the CSK are shown in Figure 9.2.1-1.
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Figure 9.2.1-1: Uses of the Client-Server Key

************************ End of change *********************************
************************ Start of change *********************************
9.2.3
Signalling Protection Key (SPK)
The SPK is used to protect communications between MCX Servers. The SPK is distributed as defined in clause 5.5. The uses of the SPK for inter-server protection are shown in Figure 9.2.3-1.
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Figure 9.2.3-1: Uses of the Signalling Protection Key
************************ End of change *********************************
************************ Start of change *********************************
9.2.2
Multicast Signalling Key (MuSiK)

The Multicast Signalling Key (MuSiK) is required to protect multicast RTCP signalling from the MCX Server to the MC client. This includes MBMS subchannel control, floor control, media control and transmission control messages.

The MuSiK shall be distributed using the ‘key download’ procedure or within the MBMS bearer announcement message. 

A ‘key download’ procedure is described in clause 5.8. Where a MuSiK is established at the same time as a MBMS bearer is established, MuSiK distribution is performed by attaching the MuSiK to a MBMS bearer announcement message rather than creating a separate 'key download' message. This is described in clause 5.9.

The use of the MuSiK is shown in Figure 9.2.2-1.
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Figure 9.2.2-1: Uses of the Multicast Signalling Key (MuSiK)

The MCX Server distributes the Multicast Signalling Key (MuSiK) to a client when:

- 
The MCX Server requires protected signalling over the MBMS bearer to the MC client.  In this case, an initial MuSiK (MuSiKAll) is distributed to the client. By default, this MuSiK is used to protect all multicast signalling.

- 
The MCX Server requires the transmission of group-related signalling (e.g. media control or floor control) over an MBMS bearer to the MC client, and the group configuration indicates that cryptographic segregation is required for multicast group signalling. In this case, a new MuSiK (MuSiKi) is distributed to protect this group signalling.
-
The MCX Server requires an existing MuSiK to be replaced. This may be due to revocation or expiry.
-    A participating UE (MC client) of the multicast group roams into the MBMS bearer coverage area.
NOTE: 
It is expected that for the majority of MCX Groups and MBMS bearers, the participating MCX Server will use a single MuSiK. Where a MCX Group or MBMS bearer has privacy requirements, these procedures allow a new MuSiK to be distributed specifically for that purpose. Consequently, it is not expected that a new MuSiK will need to be distributed before each new bearer is established. 
Upon receipt of a MuSiK the MC client shall store the MuSiK and MuSiK-ID. Should the MuSiK be rejected by the MC client, the MCX Server shall only use a unicast bearer when distributing signalling to the MC client. 

Upon receipt of multicast SRTCP, the MC client shall inspect the MKI of the SRTCP packet which shall contain the MuSiK-ID. The MuSiK-ID shall be used to lookup the correct MuSiK for decrypting the SRTCP packet.
Upon receipt of multicast MCData Data Signalling payloads, the MC client shall inspect the DPPK-ID element of the payload and extract the MuSiK-ID. The MuSiK-ID shall be used to lookup the correct MuSiK for decrypting the payload.
************************ End of change *********************************
************************ Start of change *********************************
E.6
MIKEY general extension payload to encapsulate parameters associated with a key
E.6.1
General

The parameters associated with the key shall be contained in the 'General extension payload' specified in IETF RFC 3830 [22] using the 'Vendor ID' Type value and contained within the signed envelope of the MIKEY-SAKKE I_MESSAGE specified in clause E.2. The format and cryptography of the payload are specified in this subclause.

Editor's note: A new '3GPP' Type value should be requested from IANA in place of the 'Vendor ID' Type value.

The four octets consisting of the header of the 'General extension payload' shall be formatted according to IETF RFC 3830 [22]. There shall be seven elements within the 'General extension payload' as follow:

-
IV;

-
MC group ID, incorporating a length sub-element and 0-3 octets of random padding;

-
Activation time; 
-
Status;
- 
Text, incorporating a length sub-element and 0-3 octets of random padding;

-
Reserved, incorporating a length sub-element;

-
0-15 octets of random padding.

Thus the structure of the 'General extension payload' according to the present document is shown in figure E.6.1-1.
                 1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

! Next payload  ! Type          ! Length                        !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!                              IV(1)                            !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!                              IV(2)                            !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!                              IV(3)                            !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

!                              IV(4)                            !

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ =
!    Length                     !        MC Group ID         ~ |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

~          MC Group ID       ! 0-3 octets of random padding  ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ e

!                         Activation time (1)                   ! n

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ c

!                         Activation time (2)                   ! r

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ y

!                            Status                             ! p

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ t
!    Length                     !              Text             ~ e
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ d
~           Text                ! 0-3 octets of random padding  ! |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |
!    Length                     !             Reserved          ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

!                  0-15 octets of random padding                ! |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ =
Figure E.6.1-1: Layout of general extension payload for associated parameters of GMK

The elements following the 'General extension payload' header are described in the following subclauses.

E.6.2
IV

The IV shall be randomly chosen, and shall be 16 octets in length.

E.6.3
MC group ID

The 'MC group ID' element shall consist of two sub-elements followed by 0-3 bytes of random padding. A two octet 'Length' sub-element shall followed by an 'MC group ID' sub-element, where this sub-element shall be encoded as ASCII 8 bit text. The 'Length' element shall indicate the length in octets of the 'MC group ID' sub-element only, and the count of the length shall not include the 'Length' sub-element itself, and shall not include the length of any following random padding. Following the 'MC group ID' sub-element, 0 -3 octets of random padding shall be added so that the total length of the ('Length' sub-element + 'MC group ID' sub-element + random padding) shall be a multiple of 4 octets.
Where the key does not correspond to a group ID, the 'MC group ID' element shall contain a two octet 'Length' sub-element with the value 0, and two bytes of random padding.
E.6.4
Activation time

The 'Activation time' element shall define the time in UTC at which the associated key is to be made active for transmission. It shall be 8 octets in length.
A value of 0 shall imply the key is already active.
E.6.5
Text

The 'Text' element shall consist of two sub-elements followed by 0-3 bytes of random padding. A two octet 'Length' sub-element shall followed by a 'Text' sub-element, where this sub-element shall be encoded as ASCII 8 bit text. The 'Length' element shall indicate the length in octets of the 'Text' sub-element only, and the count of the length shall not include the 'Length' sub-element itself, and shall not include the length of any following random padding. Following the 'Text' sub-element, 0 -3 octets of random padding shall be added so that the total length of the ('Length' sub‑element + 'Text' sub-element + random padding) shall be a multiple of 4 octets.
Where there is no text, the 'Text' element shall contain a two octet 'Length' sub-element with the value 0, and two bytes of random padding.
E.6.6
Reserved

The 'Reserved' element shall consist of two sub-elements. A two octet 'Length' sub-element shall be followed by a 'Reserved' sub-element, where the definition and encoding of this sub-element is outside the scope of the present document, and shall be ignored by the receiving client. The 'Length' element shall indicate the length in octets of the 'Text' sub-element only, and the count of the length shall not include the 'Length' sub-element itself. The length of the sum of the ('Length' sub-element + 'Reserved' sub-element) shall be a multiple of 4 octets.

E.6.7
Random padding

The other elements (IV, MC group ID, Activation time, Text, Reserved, and Status) shall be padded by 0-15 octets of random data such that the total length of the 'General extension payload' shall be a multiple of 32 octets, to satisfy the block size requirements of the payload protection algorithm.

E.6.8
Cryptography

The concatenated 'MC group ID', 'Activation time', 'Text', 'Reserved', 'Status' and 'Random padding' elements shall be encrypted using AES-128 in Cipher Block Chaining mode using the IV (16 octets) as Initial Vector, as described in IETF RFC 3602 [23]. The encryption key shall be the key.
E.6.9
Status
The 'Status' element shall determine the current status of the key. It shall be 4 octets in length. The following values are defined:

0:
Revoked

1:
Not-revoked
************************ End of change *********************************
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